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[bookmark: app_C]Appendix C: Proposal Form
1. [bookmark: _Ref265010601]General
These forms must be filled out completely and legibly and must be submitted as part of the Tender proposal. 
Do not leave blank spaces empty. If the question is not pertinent to particular circumstance, please answer "N/A".
Respondents may add additional tables or rows.
Each form must be signed by the authorized signatory of Respondent. 
All references on the Proposal Form to information about a contact person must contain such person's name, title and personal contact information (address, telephone, fax and email). 


[bookmark: app_C1]Appendix C1: General Proposal Form
1. Respondent information
	Address of Respondent
	Name of Respondent


	Email

	Fax
	Telephone

	Details of Contact Person for Respondent 

	Email

	Title
	Name of Contact


	Mobile 

	Fax
	Telephone


Incorporation (section 11 of the Tender)
Incorporation details of Respondent (corporation / association / partnership / other) _____________
Identifying number (in the relevant register) _________________
Country of incorporation of Respondent ________________________
Authorized signatories of Respondent and offices held with Respondent: 
	Sample Signature
	Position in company
	I.D number 
	Name 
	No. 

	
	
	

	
	2.4.1

	
	
	

	
	2..4.2

	
	
	

	
	2..4.3

	
	
	

	
	2..4.4



Experience in supplying biometric matching systems (section 15 of the Tender)
The following are the Biometric Reference Projects presented within the proposal, via the Biometric Reference Form:
	No.
	Name of Biometric Reference Project
	No. of page in the proposal

	1.
	
	

	2.
	
	

	3.
	
	


 
Reference Projects of the Fusion Mechanism of the Proposed System (section 16 of the Tender)
The following are the reference projects of the fusion mechanism of the Proposed System that are presented within the proposal, via the Biometric Engines Reference Form:
	No.
	Name of Biometric Reference Project
	No. of page in the proposal

	1.
	
	

	2.
	
	

	3.
	
	


Reference Projects of the Fingerprints Biometric Engine of the Proposed System (section 17 of the Tender)
The following are the reference projects of the fingerprints biometric engine of the Proposed System that are presented within the proposal, via the Biometric Engines Reference Form:
	No.
	Name of Fingerprints Biometric Engine Reference Project
	No. of page in the proposal

	1.
	
	

	2.
	
	

	3.
	
	



Reference Projects of the Face Biometric Engine of the Proposed System (section 18 of the Tender)
The following are the reference projects of the face biometric engine of the Proposed System that are presented within the proposal, via the Biometric Engines Reference Form:
	No.
	Name of Face Biometric Engine Reference Project
	No. of page in the proposal

	1.
	
	

	2.
	
	

	3.
	
	



Financial Strength (section 19 of the tender)
Respondent's / Respondent's Parent Company's annual turnover in 2010 was (higher than / lower than /  equal to) ________ ten million USD.
Respondent's / Respondent's Parent Company's annual turnover in 2011 was (higher than / lower than /  equal to) ________ ten million USD.
Technology Subcontractors (section 20 of the tender)
The following are the Technology Subcontractors that are included within the proposal, via the Technology Subcontractor Form:
	No.
	The Technology Subcontractor
	No. of page in the proposal

	1.
	
	

	2.
	
	

	3.
	
	



Documents and Affidavits
The following documents are appended to the Proposal Form:
	Attached / not attached 
(mark  if attached)
	Section of the tender
	Document

	
	11
	Certification of registration of the corporation from the relevant registry.

	
	11
	Attorney certification attesting that the Proposal was signed by the Respondent's authorized signatories.

	
	12.1
	Affidavit – Appendix E of the Tender. 

	
	13
	Affidavit – Appendix F of the Tender. 

	
	13
	Authorization from the owner of the rights, allowing use of their rights for the proposal (please attach to affidavit, Appendix F of the Tender).  




	__________________________
	Respondent / Corporation:

	__________________________
	Authorized Signatories:

	__________________________
	Signature and stamp:

	__________________________
	Date: 


[bookmark: app_C2]Appendix C2: Biometric Reference Project Form
Sections ‎15, ‎24 and ‎25 of the Tender

Biometric Reference Project No.: _____________________ ("Project")

1. The BMS - General
Name of customer to which the BMS was supplied and its country of residence or incorporation: ________
2.1.1. Name and contact information of the customer's representative: ____________________________________
[bookmark: _Ref360098562]Is the BMS a police AFIS system? (yes / no) ________
Does the BMS enable, execute and manage De-duplication of biometric records as part of a voter registry system? (yes / no) ________
Does the BMS enable, execute and manage De-duplication of biometric records as part of a national documentation system? (yes / no) ________
[bookmark: _Ref360098570]Does the BMS enable, execute and manage De-duplication of biometric records as part of a border control system? (yes / no) ________ 
If the response to sections ‎1.2-‎1.5 is "no", please detail the purposes and main usages of the BMS:


Name and contacts of customer's representative: ______________________
Kindly provide a detailed overview of the Project and the BMS which is provided within it (mainly highlighting issues which are of relevance and interest to this Tender):




1. Respondent's Role within the Biometric Reference Project
The Biometric Reference Project was performed by the ______ (Respondent / Respondent's Parent Company / Respondent's Subsidiary / Respondent's Fellow Subsidiary). [If the project was not performed by the Respondent, please change the word "Respondent" in this form to "Company" (when required)]. 
The Respondent has been the _________ (prime contractor / Key Subcontractor) in the Project between ________ and __________ (please state month and year).
1. Key Subcontractor
Please answer only if the Respondent has been the Key Subcontractor in the Project.
[bookmark: _Ref301725402]Describe Respondent's role within the Project:




The following summarizes Respondent's role related to the BMS software within the Project: 
(For each issue or activity, please summarize role and note whether Respondent was [a] fully responsible (back to back with the prime contractor); [b] responsible with the prime contractor of the project, where Respondent's professional responsibility was broader than supplying hardware and software components and providing consulting and management services; [c] the issue or activity wasn't required during the stage; or [d] Respondent was not responsible for this issue or activity during this stage).
During architecture design: 
Technical and Technological issues and activities: __________  
Development and customization: _____________  
Installation: _______________________
Training: ______________________
Tuning and optimization: __________________ 
Final performance (including accuracy): __________________________
Additional information regarding Respondent's role within this stage: ______________________
During customization:
Technical and Technological issues and activities: __________  
Development and customization: _____________  
Installation: _______________________
Training: ______________________
Tuning and optimization: __________________ 
Final performance (including accuracy): __________________________
Additional information regarding Respondent's role within this stage: ______________________
During installation: 
Technical and Technological issues and activities: __________  
Development and customization: _____________  
Installation: _______________________
Training: ______________________
Tuning and optimization: __________________ 
Final performance (including accuracy): __________________________
Additional information regarding Respondent's role within this stage: ______________________
During implementation: 
Technical issues and activities: __________  
Technological issues and activities: ___________
Development and customization: _____________  
Installation: _______________________
Training: ______________________
Tuning and optimization: __________________ 
Final performance (including accuracy): __________________________
Additional information regarding Respondent's role within this stage: ______________________
During tuning:
Technical and Technological issues and activities: __________  
Development and customization: _____________  
Installation: _______________________
Training: ______________________
Tuning and optimization: __________________ 
Final performance (including accuracy): __________________________
Additional information regarding Respondent's role within this stage: ______________________
During optimization including transition to ongoing production of the final system:
Technical and Technological issues and activities: __________  
Development and customization: _____________  
Installation: _______________________
Training: ______________________
Tuning and optimization: __________________ 
Final performance (including accuracy): __________________________
Additional information regarding Respondent's role within this stage: ______________________
During Production: 
Technical and Technological issues and activities: __________  
Development and customization: _____________  
Installation: _______________________
Training: ______________________
Tuning and optimization: __________________ 
Final performance (including accuracy): __________________________
Additional information regarding Respondent's role within this stage: ______________________
Project management conducted by Respondent:



1. Fusion Mechanism and Biometric Performance of the BMS 
The BMS has performed, between _________ and _______ (twelve months) ___________ (Identification / De-duplication) based on one to many (1:N) matching, of ________ (number) new biometric records in relation to (against) a biometric database of at least ________ (number) biometric records, using the following biometrics: ________ ("Reference Year").
During the Reference Year, the BMS has performed ___________ (Identification / De-duplication) on a continuous basis throughout that year. 
Kindly describe the fusion mechanism used within the BMS during the Reference Year (if any):



[bookmark: _Ref360096025]Is the fusion mechanism of the BMS used during the Reference Year, the same fusion mechanism as that within the Proposed System? (yes / no) ______.
1. BMS Fingerprint Biometric Engine
The fingerprint biometric engine of the BMS used during the Reference Year is: _________. 
Is this biometric engine still active within the BMS? (yes / no) ______. If the answer is "no": 
Please state the current biometric fingerprint engine which is used within the BMS: ________. 
Please explain why the fingerprint biometric engine has been replaced: ________.
[bookmark: _Ref360096038]Is the fingerprints biometric engine of the BMS used during the Reference Year the same fingerprints biometric engine as that within the Proposed System? (yes / no) ______.
Is the biometric matching using the fingerprint biometric engine during the Reference Year, based on two fingers? (yes / no) ______. 
If the answer is "yes", please state matching of which fingers was the fingerprint biometric engine used for: _______________________
If the answer is "no", please state the number of fingers being matched, for which the fingerprint biometric engine was used: __________.
Kindly provide additional relevant information regarding the fingerprint biometric engine used within the BMS during the Reference Year:



1. BMS Face Biometric Engine
Please answer if relevant. If irrelevant please state "N/A". 
The face biometric engine of the BMS used during the Reference Year is: _________. 
Is this biometric engine still active within the BMS? (yes / no) ______. If the answer is "no": 
Please state the current biometric face engine which is used within the BMS: ________. 
Please expliain why the biometric face engine was replaced.
[bookmark: _Ref360096051]Is the face biometric engine of the BMS used during the Reference Year the same face biometric engine as that within the Proposed System? (yes / no) ______.
Kindly provide additional relevant information regarding the face biometric engine used within the BMS during the Reference Year:



1. Additional Information regarding the Project
As of date of submission of the proposal, approximate number of biometric records (live biometric data) in the biometric database of the Project is _______; The BMS has executed De-duplication / Identification of approximately ________ biometric records (live biometric data).
Total target number of biometric records, of the Project: _______
[bookmark: app_C3]Appendix C3: Biometric Engine Reference Project Form
Sections ‎16, ‎17, ‎18 and ‎26 of the Tender
The engine: ________ (fusion mechanism / fingerprint/ face) 
Brand and model: _________ ("Proposed Engine")
Reference Project No.: ______("Project")
1. General
The name of the Project in which the Proposed Engine was implemented: _________
9.1.1. Name and contact information of the customer's representative: ____________________________________
Name of entity and country to which the biometric matching system and the Proposed Engine were supplied: ________
Kindly provide a short description of the Project and the biometric matching system in which the Proposed Engine was implemented: 



1. Number of Biometric Records Processed by the Proposed Engine
Section ‎2.1 should be answered for at least one reference project, for each Proposed Engines.
[bookmark: _Ref345314915]The biometric matching system in which the Proposed Engine was implemented has processed, using the Proposed Engine _________ (number) new biometric records in relation to (against) a biometric database of at least ________ (number), between _________ and _______ (no more than twelve months).
The Proposed Engine has been implemented in the biometric matching system between ______ and ______. During this period, the biometric matching system has processed, using the Proposed Engine _______ new biometric records.
Each foregoing biometric record is comprised of the following independent biometrics:
0. ____________
0. _____________
[bookmark: app_C4]Appendix C4: Technology Subcontractor Form
Section 20 of the Tender

1. Subcontractor's Details 
Name of subcontractor: ________________
Method of incorporation of subcontractor (corporation / association / partnership / other)__________
Identifying number (in the relevant register) ______________________
Country of incorporation of the subcontractor _____________________
Authorized signatories of the subcontractor and offices held with subcontractor:
	Sample signature 
	Position in company
	I.D. number
	Name

	
	

	
	1.

	
	

	
	2.

	
	

	
	3.

	
	

	
	4. 


1. Technology Subcontractor's Role 
Kindly describe in detail the precise role, scope of work and involvement of the Technology Subcontractor in the project.










1. Required Documents
	Attached (mark )
	Required Document

	 
	Affidavit according to section 20.2.2 of the Tender – Appendix I of the Tender.




[bookmark: app_C5]Appendix C5: Technical Specifications Form 
Name of Respondent: ____________________
1. [bookmark: _Ref265010659]General
[bookmark: _Ref252041878]This form does not contain blank spaces. Please copy each of the questions in its entirety, and provide a detailed answer.
Respondent may add other indications or suggestions it may have, concerning the Technical Requirements in the relevant sections. Respondent is not allowed to condition or limit requirements of Technical Requirements (please raise any questions or requests regarding the Technical Requirements during the clarifications stage of the Tender).
1. The Proposed System - General
Please provide an overview of the Proposed System.
Please confirm that the Proposed System is consistent with all the information presented as "Relevant Information" in the Technical Requirements.
Please provide a detailed list of all products and components of the Proposed System, using the following table:
	No.
	Product/component name
	Version
	Owner of rights in the product
	General description
	Number of units required

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Please provide an itemized list (in tabular form) of any module, function or component that is planned to be specifically developed or specifically customized for this proposal, with each such element functionally and operationally described in detail. For each such item please note if developed or customized.   
1. The Proposed System Fusion Mechanism
Please provide general details regarding the Proposed System fusion mechanism (manufacturer, product name, version, etc.).
Describe the Proposed System fusion mechanism (overview, functionality, key advantages and constraints).
Please provide a list of independent third party tests, that are specifically relevant to the Proposed System fusion mechanism (especially NIST tests), which have been executed since 2009. Please provide references and links to the publications of these tests (Respondent may attach the test results to this form).
1. The Proposed System Fingerprint Engine
Please provide general details regarding the Proposed System fingerprint engine (manufacturer, product name, version, etc.).
Describe the Proposed System fingerprint engine (overview, functionality, key advantages and constraints).
Please provide a list of independent third party tests, that are specifically relevant to the Proposed System fingerprint engine (especially NIST tests), which have been executed since 2009. Please provide references and links to the publications of these tests (Respondent may attach the test results to this form).
1. The Proposed System Face Engine
Please provide general details regarding the Proposed System face engine (manufacturer, product name, version, etc.).
Describe the Proposed System face engine (overview, functionality, key advantages and constraints).
Please provide a list of independent third party tests, that are specifically relevant to the Proposed System face engine (especially NIST tests), which have been executed since 2009. Please provide references and links to the publications of these tests (Respondent may attach the test results to this form).
1. Preventing duplicate enrollments (section 2 of Appendix B)
How does the Proposed System prevent duplicate enrollments?
Does the Proposed System perform De-duplication (1:N matches) of all the records it receives within a Batch, including records that are flagged as a renewal request?
Does the Proposed System perform, in case of a renewal request, Verification of the record against previous records of the same identity which are stored in the database (in addition to De-duplication as stipulated in section 2.1.2 of the Technical Requirements)?
1. Independent Maintenance by Purchaser (section 3 of Appendix B)
How does Proposed System reduce the risks inherent with independent maintenance of the System by the Biometric Authority (with no access allowed for the Supplier), to the minimal possible level? 
Describe Respondent's mechanisms for minimizing the risks inherent with independent maintenance of the system by the Biometric Authority (with no access allowed for the Supplier). 
Does the Proposed System provide, in any case of malfunctioning of the System or any part thereof (including system crashes), log entries with detailed and clear information pertaining to the cause of the malfunction, and whether such malfunction was caused by the application software (specifying which part thereof) or by the infrastructure (Hardware components or OS/Database software components)? Describe the mechanism and explain how the information provided by the Proposed System isolates the specific component which is suspected to have caused the malfunction.
1. Minimum Dependence on Supplier (section 4  of Appendix B)  
Does the Proposed System allow the Purchaser to manage all raw data independently?
Will The Purchaser have access to all administrative functions of the Biometric Database?
Does the Proposed System allow integration and use of new algorithms and algorithms from different vendors? Describe the processes of integrating and using new biometric matching algorithms, possibly supplied by different vendors.
Are the hardware and infrastructure of the Proposed System based on the Standard Server? Please confirm that all the environments of the Proposed System are not configured or installed on PCs or workstations.
Does the Proposed System allow replacement of hardware components with comparable commercial hardware components from common vendors? What is the impact of such change on the remaining hardware components?
Does the Proposed System include proprietary hardware?
Does the Proposed System enable and support transition from Standard Servers to the next generation of servers (G8)? Please describe the implications of such transition on the Proposed System. 
Specify any proprietary software component proposed, and its specific function, configuration and use in the Proposed System.
Does the Proposed System include a tool which will enable Purchaser to easily and safely convert data from the raw data to proprietary formats used in the System? Please provide relevant information and describe this tool.
Does the Proposed System software licensing rely on hardware items (such as dongles)? 
Does the Proposed System rely on hardware identifiers in any way for licensing (such as an HSM serial number or a MAC address)? 
Kindly detail the key functionality of the API that will be provided to the Purchaser.
1. Fusion (section 5 of Appendix B)  
Please list and describe the fusion algorithms and mechanisms included in the Proposed System, the specific recommendations for the optimal fusion mechanism(s) for the Proposed System, and the basis for these recommendations. 
If more than one fusion mechanism is included within the Proposed System, please list and describe each of these mechanisms' recommended use scenarios.
If Dynamic fusion is proposed, please describe the key mechanisms for dynamic selection of the optimal fusion algorithm used.
Does Proposed System use face recognition as the main biometric in cases where there are no fingerprints or where fingerprints are of poor or insufficient quality? 
Are Respondent's calculations based on the assumption that 2% of the records of adult population will contain only face information and that records of children under twelve will not contain fingerprints?
Please describe in detail all the implications of a scenario of 1% and 0.5% of records containing only face information, and provide respective calculations.
1. Search Procedures (section 6 of Appendix B)  
Describe in detail the proposed search methodology and alternative search strategies (workflow, stages, etc.).
For each proposed search methodology, please detail risks as well as implications on manual processes, and labor - intensive procedures. Please provide information on typical scenarios and estimates of time required for manual handling of alert events. 
Is matching of fingerprints by the Proposed System comprised of matching of each fingerprint presented to the System against each and every fingerprint in the Database and in the Batch file - (both hands, all fingers including matching the two fingers of the same person one to the other) - thus also checking for attempts of swapping fingerprints during enrolment? 
Are	search procedures of the Proposed System adaptable to new search algorithms and policies? Describe the method for adapting new search algorithms and policies.
Does the system allow Purchaser to modify thresholds without the need to recompile the system?
Describe proposed mechanisms for modifying thresholds, as well as any additional tools provided (e.g. if proposed system provides recommended guidelines for modifying thresholds; if it comprises a learning engine, etc.).
Describe the mechanisms for analyzing and recommending optimal threshold/threshold ranges; also describe typical conditions and situations in which thresholds changes. 
Describe in detail the implications and risks of modifying thresholds from those recommended, to other thresholds (as well as sensitivity parameters).
1. System lifespan (section 7 of Appendix B)  
The operational lifespan of the system is at least _____ years.
1. Performance (section 8 of Appendix B)  
Please state the BPRT (Batch Processing Response Time) of the Proposed System, using the following table:
	Maximum number of records in the Database
	BPRT
(please note the time from the initiation of the Batch loading) 
for the following Batch sizes (the numbers indicate the maximum number of records in the Batch):

	
	500
	1,000
	5,000
	10,000

	1,000,000
	
	
	
	

	3,000,000
	
	
	
	

	5,000,000
	
	
	
	

	7,000,000
	
	
	
	


Does upload of Batches degrade or impact operation, including user operations, during uploads? Does it preclude simultaneous user operations? Describe the proposed mechanism for ensuring compliance with the requirement set forth in section 8.2 of the Technical Requirements.
25. Please confirm that the BPRT of the Proposed System, for Batches above five thousand records and which do not exceed ten thousand records, does not exceed a time that is linearly proportional to the BPRT stated in section 8.2.1 or which is proposed by the Respondent according to section 8.3.2.
Is the Proposed System able to process High Priority Batches within up to thirty minutes, regardless of whether another Batch is or is not being handled by the System? Describe in detail the proposed mechanism for handling High Priority Batches.
Is the BPRT of the Proposed System affected by a High Priority Batch?
Please list all manual or human interventions that may be required for backup or other related procedures.
Describe in detail the proposed mechanisms and processes for implementing the upload procedures (for Batch and High Priority Batch), as well as procedures for ensuring the completeness and integrity of such upload(s). The description should also explain the mechanism by which upload will occur, with no or minimal impact on ongoing operation and performance of the Proposed System. 
Please explain in detail the implications (hardware including servers; software and licenses; personnel; other) of a requirement for an improved BPRT for a database comprising 3,000,000 records and for a database comprising 7,000,000 records, using the following table (please replicate as required):
	BPRT – Batch size of 5,000 records
	Environment
	Implications
	Comments

	
	
	Number of Standard Servers required
	Details of additional licenses required
	Other
	

	2 hours
	Production
	
	
	
	

	
	DRP
	
	
	
	

	
	Clustered
	
	
	
	

	1 hour
	Production
	
	
	
	

	
	DRP
	
	
	
	

	
	Clustered
	
	
	
	


Will process times for batches that contain more than 10,000 records be linearly proportional to processing times for smaller batches (using the same hardware and software configuration, and the same data in the database)?
System Accuracy (section 9 of Appendix B)
What is the FAR of the Proposed System while performing De-duplication or Identification for database size of ten million records? Is this FAR is linearly proportional?
What is the FRR of the Proposed System for the proposed FAR, while performing De-duplication or Identification? ______
What is the FAR of the Proposed System while performing Verification? ____________
What is the FRR of the Proposed System for the proposed FAR, while performing Verification? _________
Describe in detail the capability of the Proposed System; and the implications - of improving the FAR of the System while performing De-duplication or Identification,  to (≤0.5%); to (≤0.1%); and to (≤0.01%) - for an FRR of 10%, using the following table. As part of this description, please detail hardware and software implications of such requirements, for a database of 10,000,000 biometric records.
	FAR
	Environment
	Implications
	Comments

	
	
	Number of Standard Servers required
	Details of additional software licenses required
	Other
	

	FAR≤0.5%
	Production
	
	
	
	

	
	DRP
	
	
	
	

	
	Clustered
	
	
	
	

	FAR≤0.1%
	Production
	
	
	
	

	
	DRP
	
	
	
	

	
	Clustered
	
	
	
	

	FAR≤0.01%
	Production
	
	
	
	

	
	DRP
	
	
	
	

	
	Clustered
	
	
	
	


26. Scalability (section 10 of Appendix B)  
Is Proposed System able to handle a capacity of up to ten million records (in the biometric database) and to support the 1:N matches of up to 10,000 uploaded records per day (each specific biometric, against the entire database) while maintaining the Proposed System's BPRT?
Describe in detail the implications of transition from three million records to five million records; from five million to seven million records; and from seven million records to ten million records, including in terms of infrastructure (hardware, software, other); biometric database software (any components or licenses impacted); performance implications; quality and accuracy implications; and any other implications – while complying with all accuracy and performance requirements of the Tender. This should also be accompanied by relevant detailed configuration tables.
27. Architecture (section 11 of Appendix B)  
[bookmark: _Ref348359578]Please provide the Proposed System's detailed architecture design description, including, for each of the environments (separately) and for the Test Clustering System, the detailed hardware and software configuration - component breakdown and schematic technical drawings of the planned architecture of the Proposed System (including all OS & DB configurations and requirements). This should be clearly described for one million; for three million; for five million; for seven million records and for ten million records. If configurations are identical for up to ten million records, please state this fact. Please also include a hardware/software breakdown and quantities table, of a format similar to the following:

	________ Environment / Test Clustering System

	Hardware/Software component
	No. of Units/licenses Required

	Standard Servers [state whether virtualization is required.]
	

	COTS Software: ___________ (brand and model)
	

	COTS Hardware: ___________ (brand and model)
	

	Database Licenses
	As detailed in the response to section15.8. [Respondent is not required to detail the Database Licenses in this table.]

	….
[Please add any additional relevant component and information as is necessary]
	



The design should include all network devices which are needed in order to fully comply with all the requirements (including, but not limited to, performance and accuracy requirements), which are described in the Tender Documents. 
The network devices should include communication devices, servers, storage, load balancers, management devices, terminal servers, end users’ desktops, security devices, etc.
Please confirm that the Test Environment of the Proposed System complies with all the requirements detailed in section 11.2.2.1 of the Technical Requirements.
Please confirm that the Staging Environment of the Proposed System complies with all the requirements detailed in section 11.2.2.2 of the Technical Requirements.
Please confirm that the Production Environment of the Proposed System complies with all the requirements detailed in section 11.2.2.3 of the Technical Requirements.
Please confirm that the DRP Environment of the Proposed System complies with all the requirements detailed in section 11.2.2.4 of the Technical Requirements.
Is a simulative biometric data set provided for Test environment in an open format (i.e. not encrypted) to enable Purchaser to execute its own independent benchmarks using the same data?
What is the SQL (ISO) database on which the Proposed System is based (including version, components, etc.)? 
[bookmark: _Ref345452671]Please provide an itemized list of all the components and licensing required for the databases of the different environments and the Test Clustering System, using the following table. Please include any information which may be relevant for Database sizes of 3M, 5M, 7M and 10M records:
	
	Database Components and Database Vendor standard catalog number
	Version and number of the licenses
	Number of users included in the license
	Additional Notes

	Test Environment
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Staging Environment
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Production Environment
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	DRP Environment
	
	
	
	

	
	
	
	
	

	
	
	
	
	


A Respondent who, for commercial reasons, cannot propose, as part of its Database Licenses, "full use" licenses, should note that clearly in its proposal and propose two Database Licenses configurations. One configuration shall include "embedded" licenses for the databases and the other shall include the corresponding "full use" licenses. 
Describe in detail the Proposed System storage requirements for each of the environments. Please include calculations and constraints. Describe any implications and constraints on the Proposed System, which are related to future expansion of storage (e.g.: configuration, performance, licensing, etc. implications/constraints).
Describe in detail the Proposed System's Disaster Recovery Plan, including procedures, components, configurations, required or recommended roles, personnel and any other resources; as well as time and execution constraints.
28. Backup (section 12 of Appendix B)  
Describe in detail the Proposed System's mechanism and procedures for backup (database backup; System and application backups, where relevant), for each of the environments. 
Explain if and how the mechanism creates an encrypted backup that can be generated or updated without degrading the BPRT of the Proposed System.
29. Data collection (section 13 of Appendix B)  
Please confirm that the Proposed System comply with the information detailed in section 13.1 of the Technical Requirements.
Does the Proposed System, for each data element that it logs, provide all pertinent information as specified in the Technical Requirements, in a format which will be available to the Purchaser for its use? 
Are all data logged by the Proposed System retrievable via simple queries? Please confirm that the Proposed System allows certain queries to be subject to authorization (as will be defined during the Specification Stage).
Does the Proposed System allow the display of all data that it logs?
Does the Proposed System maintain all logs in a standard format? What are the formats provided and supported by the Proposed System? 
Does the Proposed System log all the data listed in section 13.2.5 of the Technical Requirements?
29.1. Describe in detail any additional information that is provided in the Proposed System regarding auditing and logging.
29.2. Does the Proposed System comply with the requirement stipulated in section13.2.6? 
29.3. Describe the detailed structure of the log data. 
30. Reports (section14  of Appendix B)  
Does the Proposed System include a reporting system? 
Please provide the name and version of the reporting system, as well as other relevant information, such as a detailed description of the reporting system and the report generator. 
Does the reporting system include the required reports as detailed in section 14.1.3 of the Technical Requirements? 
Does the reporting system allow definition and execution of complex searches? 
Does the reporting system allow flexible and user definable reports and export of data?
Does the Proposed System's monitoring system generate reports for all the security events listed in section 14.1.3.13 of the Technical Requirements?
Does the Proposed system enable the definition and presentation of statistical analysis of the accumulated data? Please describe key statistical analysis capabilities. 
Does the Proposed system's report generator enable broad search categories (e.g. by date, user, batch number, request number, ID, status, user definable categories)? Please elaborate.
Please specify if there are other proposed reports.
31. Queries and services (section 15 of Appendix B)  
Does the Proposed System provide only and all the queries listed in section 15.1.2 of the Technical Requirements?
Please propose additional and modified queries that the Respondent finds relevant and important. These queries might be implemented in the System, at Purchaser's discretion and subject its approval, insofar as they do not contradict the Law.
32. Image processing, display and comparison (section 16 of Appendix B)  
Does the Proposed System support the high resolution display of fingerprints and face images enabling full screen and image data display on standard LCD screens?
Does the Proposed System support high-resolution printing of fingerprints and face images, enabling printing images at least at 600 DPI?
Does the Proposed System display to the operator the biometric information (fingerprints and face) of probe and all of the Candidates, with ranking and score clearly marked, and clearly differentiating between probe and Candidates? 
Does the Proposed System allow, subject to operator request, to display identities with scores that are below the threshold (with ranking)?
Please explain the Proposed System's scoring method as a tool for assisting operators in their decision making process. 
Does the Proposed System display each fingerprint (probe and Candidates) with all associated fingerprint data (which finger, which hand, NFIQ score, ranking, etc.)?
Does the Proposed System display each face (probe and Candidates) with all associated data?
Does the Proposed System display fused scores? Does it allow the inclusion of fused scores in the reports (as relevant)?
Does the Proposed System allow authorized users to display and apply all the image processing function(s) of the Proposed System to any record (or to specific images) that is associated with a Unique Identifier in the database, or that is awaiting manual processing, at any time? 
Does the Proposed System allow the forms of display functionality listed in sections 16.2.5.1 and 16.2.5.2 (separately and in combination)?
Does the Proposed System allow users to add comments pertaining to their reason for rejecting or accepting a request’s  compared images, based on combo boxes (dynamic itemized lists, including "reject-reason" lists; addition of free-form comments and additional user definable combo box items)? Please describe and include sample screenshots.
Does the Proposed System allow the functionality detailed in section  16.2 without affecting the original images?  
Does the Proposed System display fingerprint and face biometrics, as well as their respective scores, in all cases?
Please describe in detail the proposed display and comparison functionalities and capabilities included within the Proposed System. For each functionality or capability, please include typical screenshots and explanations, as well as constraints.
Does the Proposed System automatically orientate and display the compared images (fingerprints and face images) in the same orientation? Does this functionality affect the original images? Please detail.
Does the Proposed System allow, when the user marks a certain feature in one image (highlighting for comparison), to automatically highlight the identical feature or corresponding point in the compared image? Does this functionality affect the original images? Please detail.
Does the Proposed System allow dynamic or user-selectable blending of two scaled images? Does this functionality affect the original images? Please detail.
Does the Proposed System allow authorized users to selectively view and precisely mark the eyes, in face images in which the Systems' face recognition engine has failed to automatically and definitively locate and mark the eyes? Are the marks stored and linked to the image in the database, and available for later use, and identified as marked data? Does this functionality affect the original images? Please detail. 
Does the Proposed System allow authorized users to add markup signs (e.g.: distance between eyes, unique image features, etc.), which will accompany the images throughout the process (as well as for future reference and control and audit)? Does this functionality affect the original images? Please detail.
Does the Proposed System allow selective zooming of an area, while concurrently displaying the corresponding zoomed area in its counterpart image? Does this functionality affect the original images? Please detail.
Please detail additional display and comparison functionalities, which are not listed in sections 16.2 or 16.3.1 and are included in the Proposed System at no additional costs, hardware or any other implications on Purchaser. Please state, for each such functionality:
Does this functionality affect the original images? 
How this functionality is used, its results saved, logged and reviewed.
Please provide any additional relevant information which may be useful to clarify to Purchaser the detailed display functionality, user-screen layouts/GUI, workflow functionality and storyboard (flow). 
33. Workflow (section 17 of Appendix B)
Does the Proposed System allow to define, implement, manage and control all the items listed in section 17.2.1? 
Describe in detail the proposed workflow system (including product name and version), its functionality and capabilities, and its compliance with all the requirements of section 17.2.
The proposed workflow system is [delete as appropriate]: COTS workflow system [please note if open source] / proprietary flexible workflow system / hard coded workflow system.
Does the proposed workflow system allow flexible and swift definition and implementation of the required workflows independently, by the System administrator or a qualified user of the System (including definitions of roles by authorized users, etc.)?
Does the proposed workflow system enable Purchaser (non-programmers) to define additional roles? Please detail.
Does the proposed workflow system enable the system administrator or a qualified (non-programmer) user to manage and control the all of the following:
Assign specific records to specific users;
Set priorities; 
Manage exceptions/errors and error handling.
Please provide relevant screenshots and process examples.
Please confirm that the Proposed System includes the Key Workflow.
Please detail any additional workflows included in the Proposed System.
34. Availability (section 18 of Appendix B)  
What is the availability (annual calculated uptime) of the Proposed System? Please use the following table:
	Environment
	Uptime

	Test Environment
	

	Staging Environment
	

	Production Environment
	

	DR Environment
	



List all downtime events required for maintenance reasons, the frequency of such events and the estimated duration for each such event.
Please confirm that the downtime of the Proposed System does not exceed four hours per event; and no more than twelve events per twelve consecutive months (including downtime due to maintenance procedures).
Please confirm the Proposed System compliance with terms of section 18.2.3 of the Technical Requirements.
35. Information security (section 19 of Appendix B)  
Describe in detail all proposed built-in security policies and mechanisms.
Describe in detail any encryption mechanism that is provided by the Respondent.
Describe and specify the proposed encryption mechanisms.
Does the Proposed System support secure communication among the system components, including the database? Please detail.
Does the Proposed System's database encryption use standard encryption algorithms? Please confirm that these algorithms are subject to the approval of the Purchaser.
Please confirm that the key management method and encryption method will be approved by purchaser.
Does the Proposed System enable the adaptation of advanced or different encryption algorithms? Please detail the mechanism for such an adaptation. 
Is the Proposed System authorization mechanism based on MS-Windows Active Directory (AD)?
Does the Proposed System support the definition of segregated roles? 
Does the proposed system support the definition of the following roles:
User;
Super user;
Administrator – only the administrator will have access to define and change reports and system thresholds;
Auditor (reports and logs).
Does the Proposed System support assigning permissions by activities and/or resources?
Does the Proposed System will allow access to its database only to authorized users who will be granted the minimal required permissions for executing specific tasks and/or for accessing specific data?
Describe the mechanism that allows the export of encryption key(s) to external components or devices.
Describe the mechanism that allows the replacement of the encryption key(s).
Does the Database encryption solution allow key generation via external HSM?
Please detail the factor authentications in which the Proposed System supports. 
36. Monitoring, Auditing and Control (section 20 of Appendix B)
Kindly list and detail the Proposed System's monitoring components, and describe their detailed functionality.
Describe in detail the proposed monitoring and audit system. 
Is the proposed monitoring and audit system a COTS system or a proprietary system? If the proposed monitoring and audit system is COTS, please provide manufacturer, product name and version.
Does the Proposed System audit all the events and actions listed in section 20.1.2?
Does the Proposed System's auditing mechanism provide a mechanism for ensuring that logs will not be tampered with? Please detail.
Does the monitoring system of the Proposed System provide comprehensive analysis and investigative capabilities, including (but not limited to): 
Who has accessed which data/information; 
Time stamp - When did each such activity occur; 
Source - Where did it originate from; 
Any query initiated; 
Any access to a record; 
Any modification and/or deletion of a record.
Describe	Respondent's methodology and processes for control and supervision.
37. Dual Control (section 21 of Appendix B)
Is the implementation of the Dual Control mechanism based on an MS-Windows based authentication mechanism (at least two-factor authentication)?
Does the Proposed System provide dual control based on login of two authorized users, whereby any decision and action pertaining to the relevant data will require two authorized logged in users? 
Do all the operations listed in section 21.2.4 require dual control?
Describe in detail the proposed dual control mechanism and any known risk factors.
38. Service level (section 22 of Appendix B)  
Please confirm that the Proposed System complies with the requirements of section 22 of the Technical Requirements.
39. Test Clustering System (section 23 of Appendix B)
Describe general guidelines for implementation and transition to using Test Clustering System, and any anticipated constraints.
Is the proposed	Test Clustering System based on matching engines, application software including middleware, and thresholds which are identical to the Proposed System (with relevant adaptations as deemed necessary for the clustering)?
Will all data relevant to the Test Clustering System be logged in a manner similar to the Proposed System? 
Please confirm Respondent's compliance with section 23 in its entirety, and describe in detail any reservations or restrictions the requirements of the section may impose, as well as potential risks.
Please confirm the compliance of the proposed Test Clustering System with the requirements of section 23.1.2.
40. Future stages (section 24 of Appendix B)  
Please confirm Respondent's compliance with section 24 in its entirety.
Does Respondent confirm the Proposed System compliance with the future plan to cluster the database? 
Describe in detail any reservations or restrictions that such clustering of the database may impose.
Detail Respondent's proposed mechanism and procedures for seamless execution of conversion of Purchaser’s production System to clustered database.
Describe the required configuration (hardware and software) and the proposed transition mechanism and steps, the process, the procedures (including tests on test system, special purpose backups, etc.) for actual implementation of the Clustered System with the complete live database (thus replacing the System by the Clustered System, thereafter) ; and all anticipated timeframes and resources required, and relevant detailed documentation that will be provided, if and when approved.
Please confirm that the Proposed System enable future expansion, if and when required by Purchaser, to support matching based on ten fingerprints, in a reasonable way. 
Please confirm that the Proposed System enable future expansion, if and when required by Purchaser, to support matching based on iris biometric enrolment, in a reasonable way. 
Please confirm that the Proposed System will be able to comply with the future requirement to support face and fingerprint images of higher resolutions. Describe in detail any implications and constraints of this requirements on the Proposed System.
Please confirm the Proposed System will be able to comply with the future requirement to support images acquired by different enrolment devices (similar or more advanced than the enrolment devices that are currently in use in PIBA's enrolment sites), along with images from former devices, without degrading performance and accuracy. Please describe how the Proposed System will support such devices while complying with performance and accuracy requirements. Please detail any relevant constraints and requirements.
41. Miscellaneous (section 25 of Appendix B)  
Please clearly describe any additional or specific risks Respondent envisions in the implementation of the Proposed System.
Describe risk management procedures Respondent intends to implement to minimize risks.
Please confirm that the information presented in Appendix B1 is fully understood and acceptable to Respondent.
Please confirm that the Proposed System is consistent with all the information detailed in Appendixes B, B1 and B2.


	__________________________
	Respondent / Corporation:

	__________________________
	Authorized Signatories:

	__________________________
	Signature and stamp:

	__________________________
	Date: 



[bookmark: app_C6]Appendix C6: Price Proposal Form
The Price Proposal Form must be submitted in a separate sealed envelope, marked “Price Proposal”. 

Name of Respondent: ____________________. 

Price Quote – Tender for Supply of a Biometric Matching System

	
	Section in the Tender
	Proposed Price (in USD)
	Additional Remarks

	New Unique Record Price ("NUR-P")
	28.1.1 
	
	Price per one New Unique Record.

	[COTS Hardware, state brand and model]
Add rows as required, for each component
	28.1.3
	
	Price per unit.

	Database Licenses 
	28.1.4
	
	Price for all Database Licenses included in the Proposed System (excluding Test Clustering System).

	Database Maintenance Price
	28.1.5
	____ percent of the Database Licenses
	Price for maintenance, support and updates for the databases included in the Proposed System according to the Database Licenses. This component should be stated as percentage of the cost of the Database Licenses

	Test Clustering System Price ("TCS-P")
	28.1.6
	
	Price for the entire Test Clustering System, including  the price for the database and COTS required for the Test Clustering System. 

	M&D Hour Price ("M&D-H-P")
	28.1.7
	
	Price per one hour.  This price must not exceed one hundred and fifty USD.


1. The prices stated above are in USD and do not include Israeli VAT.
1. The Respondent hereby fully accepts the terms of the Agreement as stipulated in Appendix M of the Tender, including the terms of payment as stipulated in section 34 of the Agreement. 



	__________________________
	Respondent / Corporation:

	__________________________
	Authorized Signatories:

	__________________________
	Signature and stamp:

	__________________________
	Date: 
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